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INTRODUCTION

The Pushdo botnet has been with us since January 2007". The botnet is also known as Pandex or Cutwail.
While it does not grab as many headlines as its attention-seeking peers such as Storm or Conficker, according
to recent reports it is the 2™ largest SPAM botnet on the planet® — sending approximately 7.7 Billion emails per
day, making it single-handedly responsible for about 1 out of every 25 emails sent®. This percentage is likely to
be a lot higher in Russia, the target of the majority of Pushdo’s spam.

There are several reasons for Pushdo’s lack of notoriety — the authors have actively used several techniques to
help keep its activity “under the radar”

* Not only is Pushdo responsible for a huge amount of spam activity, it also is one of the primary conduits for
other criminal gangs to spread their malware creations. As a result many different detections exist for
variants of this threat, the majority of which are so called “generic detections”. This confusion has actually
helped the botnet keep a lower profile than its more famous competitors, and makes our role as
researchers more difficult.

e Pushdo components are almost all memory resident, with very few being written to disk. This makes the job
of security companies much more difficult when attempting to detect them.

* Pushdo does not contain any means of self replication. Unlike other well-known botnets such as Conficker
and Storm, which spread via vulnerability exploitation and mass mailing, Pushdo appears to exhibit no
Worm-like behaviour.

« Adding to this confusion is the tendency of the botnet owners to frequently change Pushdo’s functionality
and code. It is perhaps better to think of Pushdo as a “criminal operation”, rather than a single piece of
malware.

For the purposes of clarification in this report we will refer to the various components of this threat as follows:

¢ Pushdo: This is the name given to the main malware binaries. Pushdo is essentially an advanced
downloader which will first infect the system and then download the Cutwail spam module (also owned by
the same criminal gang).
In addition to installing the Cutwail module it will also normally install 1 or more different “Campaign
Modules” — third party malware from other malware groups. These modules account for the large number of
observable differences between infections.

e Cutwail: The name Cutwail refers to the spamming module of the Pushdo botnet.

The modules which refer to the core of the Pushdo threat are in the “Pushdo / Cutwail Analysis” section of this
report.

Some information on third party malware associated with Pushdo is included in the section entitled “Campaign
Modules”

Note we do not use the name Pandex in this report.
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PUSHDO / CUTWAIL ANALYSIS

Like most malware, Pushdo is distributed as a binary file. Our first step in the analysis of this malware is to use
IDA Pro to disassemble the binary file, and then interpret the resulting assembler code. Additionally we execute
the malware in a test environment and monitor all System and Network Activity.

Note: As part of our analysis we uncovered the malware authors original names for each module and the
malware project associated with it. We have included this information at the start of each module for reference.

STAGE 1: INITIAL INSTALLER

Debug Name: UMLoader
Project Name: Siberia2

Unusually for malware the initial installer binary is not actually packed. Once executed the malware first tests to
see if it's currently running as the hardcoded value “rs32net.exe” in the system folder (C:\Windows\System32 by
default). If not, the malware creates a copy of itself as rs32net.exe in the system folder, and executes it. In
some other variants we have analyzed the name is not hard coded — rather it uses the name of the currently
logged in user as the executable name.

It then removes the original installer using the following call to the command line, and then exits:
cmd /c del [ORIGINAL_INSTALLER_LOCATION] >> NUL

Once it is clear that the malware is running with the correct name, and from the correct folder, the installer’s
main routine starts. The process first creates a new thread. This thread is responsible for creating, and
recreating the following two system load points every 10 seconds:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Rs32net
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Rs32net

Both of these keys point to the copy of the threat in the windows system folder, and ensure that the threat will
execute automatically when the machine reboots.

The threat next executes a copy of svchost.exe (hereafter referred to as svchost(1)), starting the process in
suspended mode. It then injects executable code into svchost by repeatedly calling the WriteProcessMemory
windows API, writing each section of the injected PE executable in turn into the memory of svchost(1) starting at
memory offset 0x90000000, before patching the entry point of svchost(1) to instead point to the entry point of
the injected executable. Next the main thread of svchost(1) is resumed, causing the injected code to execute. In
the past the malware authors have been seen to use Internet Explorer instead of svchost for these purposes®.

This injected executable code is located, encrypted, between Offsets 0x3000 and 0x5CO00 in the data section of
Rs32net.exe. Before injection this code is first decrypted in 4 byte (1 dword) chunks using the following
algorithm:

Decrypted_Dword = Encrypted_Dword XOR (0x87654321 XOR Dword_Offset)

), TREN

4 http://www.virusbtn.com/virusbulletin/archive/2008/03/vb200803-pandex

D.
o


http://www.virusbtn.com/virusbulletin/archive/2008/03/vb200803-pandex

1FRO PFE.ABPA3AAA ———————
A8 B8 BB HB-H0 BD B0 BE-G08 B8 B0 BO-B0 B0 BE B
cCIEENNEEN-26 43 65 87-2D 43 65 87-D2 BC 65 87 [NJg&Ceg—Cegrilec
89 43 65 8Y-35 43 65 8777 43 65 87-3D 43 65 87 eECecgSCecyCec=Ceg

" Figure 1.1: First Encrypted DWORD [6C19F587]

1FUH0 PE AW8H1 A4 {Editor>
HH BY B BWU-BW HE U0 BO-0B0 B8 BE UB-BH B0 BE BY
4D 5A 9@ BB-26 43 65 87-2D 43 65 87-D2 BC 65 87 MZE &Cec—Cecgnllec
89 43 6% 87-35 43 6L 87-V7 43 65 87-3D 43 65 BY ECeghCegyCec=Ceg
H1 43 65H 87-B5 43 65 87-8% 43 65 87-8D 43 65 BY ECec®CeclCecfCec

Figure 1.2: Decrypted DWORD - 6C19F587 XOR (87654321 XOR 0)

IFN0  PE AOPB1AB4 {Editor>
HORB19FA: ©8 B0 DO BE-00 B8 00 BP0 OO B 00-B8 00 B8 Be
P0RE1ABA: 4D SA 90 00— ANEEECEEER 2D 43 65 87-D2 BC 65 87 MZE &Cec—Cegnileg
POBO1A1A: 89 43 65 87-35 43 65 87-79 43 65 87-3D 43 65 87 &ECeghCegyCeg=Ceg
AOBE1A2A: ©1 43 65 87-B5 43 65 87-B9 43 65 87-BD 43 65 87 BCe¢®CeqOCeq g

“Figure 1.3: 2nd Encrypted DWORD. Decrypted DWORD = 26436587 XOR (87654321 XOR 4)

Once fully decrypted a small section of the data is patched before injection. Depending on whether
Rs32net.exe was executed with a /n parameter, this patching will vary slightly. The patched data consists of
parameters to be used in a HTTP GET request issued by the injected code, which is described in more detail in
the next section.

Lastly, Rs32net.exe will create a second copy of itself in memory, this time running with the /n parameter which
results in the creation of another svchost process (hereafter svchost(2)) with slightly different behaviour (more
information below). Upon completion of this routine, Rs32net.exe will remain running in memory, constantly
recreating the registry keys as explained above.

A result of this technique is that the malware components are never written to disk making it much more difficult
for anti-virus software to scan for and detect Pushdo. This technique is used by the majority of Pushdo
components.
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Figure 1.4: Stage 1 — Initial Installer
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STAGE 2: DOWNLOADER MODULE

Debug Name: loader
Project Name: Siberia2

After having been injected by the initial installer the code in svchost(1).exe and svchost(2).exe behave in almost
identical ways. Both processes act as Downloaders — downloading additional Pushdo, and third party,
components onto the machine.

They both start by first checking their own MZ header to ensure it is correctly formatted. Once this sanity check
is out of the way, they proceed onto their main routines.

First they query the following registry values to retrieve the infected PC’s system bios date, video bios date and
processor type.

HKLM\Hardware\Description\System\SystemBiosDate
HKLM\Hardware\Description\System\VideoBiosDate
HKLM\Hardware\Description\System\CentralProcessor\0

Information about the hard disk is also obtained using the GetVolumelnformation API. This technique can be
easily used to identify if Pushdo is running in a virtual environment, as they tend to report back predictable
responses to this API call. Pushdo does not seem to be concerned about this however, running the same in
virtual and normal environments.

Next they decrypt an area of their .data section which yields 3 parameter values, and a list of six IP addresses.
This is done via a simple XOR decryption using the value 0x78d616b2. The IP addresses are the same for both
svchost(1) and svchost(2), however the parameters are slightly different based on whether the initial installer
was run with the /n parameter. While the hardcoded IPs are generally the same between variants, there is
anecdotal evidence that they are updated fairly regularly.

Dropsite IP Addresses
70.38.68.137 69.64.67.194
91.211.64.117 74.54.77.82
94.247.3.46 74.54.135.202
192.8.75.216 216.55.176.45
216.195.63.22 72.167.49.117
66.45.246.146 92.62.101.118

Figure 2.1: C&C IP Addresses

The code then attempts to connect to each of these drop-site IP addresses in turn. In our testing we found that
most of these drop-sites or C&C servers are located in North America. Also each IP address comes from a
different provider and each is located on a different ASN®. This adds a lot of redundancy to the Pushdo botnet,
as six separate network providers need to be contacted to shutdown any one variant of the malware.

Once it has successfully established a connection it issues a specially-crafted HTTP GET request. The GET
request differs from svchost(1) to svchost(2), but the formatting is the same.



http://en.wikipedia.org/w/index.php?title=Autonomous_system_%5C(Internet%5C)&oldid=281446510

Static Machine ID Ascii 17 Ascii “F* Ascii v Static Static
i . L . | I I I

[ [ 1 [ [ [ 1 M
GET /40EB00080289ED75F373C00OC6CO000001266000000007600000173EB0O005304561717F HTTR/1.0

\ \
o T ' | T C I : Y . ) T
Static Format? Machine ID Param 1 Param 2 Param 3 Static Encryption Key

Figure 2.2: HTTP GET request

Some sections of the request are static, coming from hardcoded values in the executable. Others have different
meanings:

« GET /40E8: This seems to order the server to return 1 or more executables to run on the victims machine

« Format: If this value is less than 0015, the downloaded executable will be encrypted using the last 8 Chars
of the GET request as a key. If the value is 0015 or over, the executable is returned unencrypted, but needs
to be patched before it can be run (each section offset is off by 1 byte)

« Machine ID: These 2 machine IDs are used as an identifier for the infected machine, and are calculated
based on the system bios date, video bios date, processor type and the system volume information

e Parameters: Parameter 3 appears to specify which files to return. In svchost(1) parameter 3 is set to
00000173, whereas the value is 00000177 for svchost(2).

« Encryption Key: This is the key used to encrypt and decrypt the downloaded executable.

The formatting of these GET requests is one of the many features of the Pushdo botnet that is constantly
evolving, and there is evidence that they changed from an earlier format in order to avoid detection by Intrusion
Detection Systems®.

The server responds by sending one or more executables. These executables can be either encrypted or
unencrypted as described above.

If parameter 3 is 00000177 (svchost(2)), the server returns several. One of these is the main Cutwail spamming
engine, another is Pushdo’s kernel driver, and the rest are third party malware (described in the section
“Campaign Modules”). During our testing we consistently received 4 to 5 executables every time. These
executables are not encrypted, but they are attached one after the other in a single package with special
formatting.

If parameter 3 is 00000173 (svchost(1)) the server returns a single executable. This may be another copy of
one of the files returned from svchost(2)'s request, or alternatively an executable belonging to another malware
family (in testing this was normally another copy of the kernel driver). This executable is normally encrypted.

The malware next checks the MZ header of each downloaded executable for the phrase “This Program cannot
be run in DOS Mode”. If the word “This” is present, the malware creates a temporary file in users “Local
Settings\Temp” directory, copies the downloaded executable there and executes it. We hereafter call this
executable TempFile.
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Figure 2.1: Stage 2 — Downloader Module. Red sections differs in svchost(1) and svchost(2)
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If the word “This” instead reads “Thus” (the third character in the sentence is the value actually tested by the
malware) a new instance of svchost is created in, and the executable code is injected in the same manner as
before, using WriteProcessMemory and patching the entry point. We will describe each of the downloaded
executables in the following sections of this report.

The downloader module keeps information related to each of these processes in a structure in memory,
containing the PID associated with each. If a certain character of the executable header is actually “z” (e.g.
Thuz) the structure marks that particular injected module as critical. The downloader module constantly checks
the list of running processes and compares the PIDs to this memory structure, to see if a “critical” module has
been deleted. When this occurs the downloader module relaunches it by once more creating a new svchost.exe

process and injecting the module code.

In our testing the only module marked as “critical” in this manner is the Cutwail spam engine. As such, the
downloader adds a layer of protection to this module by constantly recreating it in memory.
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STAGE 3: DOWNLOADED MODULES - TEMPFILE

Debug Name: Install
Project Name: Siberia2

This module is a simple dropper responsible for installing Pushdo’s kernel module on the system.

The TempFile is dropped by the downloader module (svchost(1) or svchost(2)) in the current user’s Local
Settings\Temp folder. The name will be different each time, and is based on the GetTempFileName API
Function, but will have the .tmp extension.

The TempFile first creates a name for the kernel file using the following observed formats:

[SYSFILENAME] = ati + [3 Random characters] + xx.sys

e.g atiObsxx.sys.

Start TempFile

Create reg key Drops a file to
HKLM\System\ System 32\Drivers\
CurrentControlSet [SYSFILENAME]
Safeboot\Minimal\
[SYSFILENAME] v
This causes threat Creatizliaejervioe
to boot in safe
ode [SYSFILENAME].

A

Create reg key

HKLM\System\ ControlSet
CurrentControlSet ([SYSFILENAME])
Safeboot\Network\ v

[SYSFILENAME] Delete Tempfile
This causes threat u?Eng;?L/EC >d>e !
to boot in safe NUL
mode with
networking

Create a service
reg key in each

\— 4
Exit

Figure 3.1: Stage 3: Downloaded Module - TempFile

Next it sets up the kernel driver so that it will be loaded into memory even if the computer starts in Safe Mode. It

does this by creating the following 2 registry keys

HKLM\SYSTEM\CurrentControlSet\Safeboot\Minimal\[SYSFILENAME]
HKLM\SYSTEM\CurrentControlSet\Safeboot\Network\[SYSFILENAME]

Once these registry keys are created, the kernel executable is copied to the Windows system folder, and
creates a kernel driver service using the standard APIs.

¢®) TREND.



To complete the setup the TempFile finishes by creating the following registry entry in each ControlSet, which is
needed to execute the kernel driver service on system startup.

HKLM\SYSTEM\ControlSet001\Services\[SYSFILENAME]

Group: SCSI Class

ImagePath: System32\Drivers\[SYSFILENAME]

Start: 0x00000000 (Boot — Loaded by Boot Loader)
Type: 0x00000001 (Kernel Device Driver)

Note: The kernel driver will be loaded early in the boot process as a result of the Start and Group Values’
allowing it to load before certain security products have the chance to detect it.

Finally the TempFile will delete itself before exiting, using the same method as the initial installer module:

cmd /c del [TEMPFILE] >> NUL
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STAGE 4: DOWNLOADED MODULES - CUTWAIL SPAM ENGINE

Debug Name: MailApp
Project Name: bot15

The Cutwail Spam engine is one of the principal modules of the overall Pushdo family. It is a highly efficiently
coded, optimized spam engine which is easily updatable as new spam campaigns are pushed out by the botnet
owners.

Firstly Cutwail creates seven mutexes, which will be used by the threat to properly coordinate its highly
multithreaded communication

e gangrenb

e germeonb

« garbagb

e crypt32LogOffPortEvent
« memoryallocblock

« MACLinko0

The module also checks the contents of the hosts file (%SYSTEM\etc\driver\hosts) before starting its main
subroutine — thread creation.

Cutwail sets up 60 new threads, all in suspended mode. After this, Cutwail starts its main communication with
the C&C server.

The main execution thread opens a connection to a hardcoded IP address and port (in our testing this was
216.195.63.72 on port 5432 but its shown to vary quite frequently). This channel is then used for an encrypted
conversation, allowing Cutwail to receive the settings needed for the spam run.

All information sent from the infected host to the C&C server consists of 32 bytes of information divided in 9
separate fields as follows:

Field #1 dd OSVer

Field #2 dd Internal_IP_Address
Field #3 dd Req

Field #4 dd Control

Field #5 dd ?7?

Field #6 dd Windows version
Field #7 dw DNSQuery

Field #8 dw ?7?

Field #9 dd ??

All server responses also follow a set structure:

Response_Type dd
Data_Size dd

[Encrypted_Data]
Beyond these first two double words the main content of the response is encrypted. Cutwail’s encryption is

relatively straightforward. It uses a static key hardcoded in the Cutwail executable. The value of the key is the
following string, which is a Russian phrase in reverse — roughly translating to “Screw you my friend”:

) TREND.



“reva gurd iuh an it ak-lehsoP”

The word Aver (reva reversed) in the above phrase may refer to the company Avermedia
(http://www.avermedia.com/ ), distributors of computer hardware, who also have an office in Moscow. The
attackers may simply dislike Avers hardware, or may even be disgruntled former employees.

Decryption occurs in 3 stages:

« Firstly Cutwail divides the encrypted string into blocks of length equal to the length of the current key
(29 bytes in this case).

« Each block is then XORed with the key.

e The resultis reversed (byte 1 and 29 are swapped, 2 and 28 etc)

* Even-numbered blocks (e.g. Block 2,4...) are also NOTed

« Finally the remaining bytes which do not fit into a full sized block are simply NOTed

Once decrypted each response has a different structure depending on the Response_Type. In total 3 main
exchanges of information occur in setting up Cutwail.

Cutwail Initialisation: Stage 1 - Configuration Settings

The client’s initial request is as follows: The first field is initially set to 0x00000000 unless the OSVersion registry
entry was previously created by Pushdo (this registry key is described in Stage 2). The second field contains
the internal IP address and this will remain the same during all subsequent communication. The Req field is
initialized at 74h and will remain the same also. The Windows version is taken straight from the GetVersion
APIL. In Windows XP SP2 (internal version 5.1.2600) this field has a value of 05 01 280A (280A is hex for 2600).
The rest of the fields are zeroed out in this first request as shown in Figure 4.1.1:

HANBnAAA: 5 A6 A8 BE-CA A8 C7 81-74 08 B0 BB-B0 BA O BA
AARARA1IA: B8 B0 A8 ABR-A5 A1 23 BA-BA A8 B0 BB-B0 BA A8 AA

Figure 4.1.1: Cutwail Initialization Request

The start of the server’s response is shown in Figure 4.1.2. The initial response type is always 7. Please note
the little-endian nature of these fields (0x00000007 is stored as 0x07000000 in Intel processors). The second
field is the size of the data that follows. In initialization requests this is usually 194h bytes.

HABBEEAE: @7 B0 B0 BB-94 81 B0 BB-1D 15 V6 53-17 49 46 44

HeABAEE1A: 4n 15 58 44-46 16 58 5C-28 1B 18 44-88 6B 2D 6C
HAEBAea2a: D1 68 73 6F-51 E6 F4 FC-FB A? F? F?-8D AB E? %6

Figure 4.1.2: Cutwail Initialization Response

The rest of the information in the response is an encrypted payload. When decrypted it reveals configuration
settings used for initialising the Cutwail module (Figure 4.1.3). These include a new IP address and port. Other
settings include connection timeouts, maximum numbers of attempts, delays etc. These settings will replace the
current control channel settings if they are different from the current hardcoded values. The default hardcoded
values are:

e Addr: Varies (216.195.63.72 in our samples)
e Port: Varies (5432 in our samples)

e Checksmtpdelay: 120

¢ Maxconn: 512

e Constconnect: 1

¢ Udpsockcount: 16

¢ Maxudptry: 5

¢ Udpprecvtimeout: 20

¢ Knockdelay: 20
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19563 .72 port
5432 knockdelay
68 szaveunkansw
turhomin 18 turh
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Figure 4.1.3: Blob 1: Cutwalil Initialization Settings

The first field of this response is usually equal to the value 1.The second is a continuation code which will be
used in later messages — in this case the C&C server is requesting the client to follow up a control code of
0x000000B4.

Cutwail Initialisation: Stage 2 - Handshake

The second request is similar to the first, but the Cutwail client uses the control code received previously. In the
example, we can see that the code is 0x000000B4. The only other difference is the 00 04 in Field #8.

AlBEBeAa: 08 68 80 86-CA At CY 81-74 B0 80 BG-B4 B8 B8 68
ARAAAA1A: 0@ A0 A8 AA-A5S A1 28 OA-A0 68 A4 GB-0A A0 0@ B0

Figure 4.2.1: Cutwail Request 2

The server response is also very similar to the initialization at first sight. In this case the Response_Type code
is 5 and the size of the encrypted data is only 16 bytes (0x00000010h)

B85 B0 BB BB-10 BB BB BE-—91 71
88 ?C 2B B6-FF FF FF FF-Il

PEBBRRGR -
APEPBR16:

Figure 4.2.3: Cutwail Response 2

The decrypted message starts out with 4 bytes giving us a bot id that will later be written to the following registry
key as an infection marker.

HKCU\SOFTWARE\Microsoft\OSVersion

In the example, the value was 0xO0OD8EGE. Next is the external IP address of the client from the server’s
perspective. The third field is another id for the bot.

BBBeBEA: G&E BE BD BB-54 CB 77 EF-FF 23 D4 47-00 08 88 80
Figure 4.2.3: Cutwail ID Settings
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After receiving this message, the Cutwail client makes a reverse DNS connection to see if there is a domain
name associated with the external IP address provided by the C&C server.

Cutwail Initialisation: Stage 3 - Retrieve SPAM Content

With the third request packet, the client already has a bot ID and an infection marker so now it needs
information to start spamming.

This time the new Infection Marker (OSVersion) is used in Field #1 and the reverse DNS response in Field #7
(in our testing we had no name associated with our IP, so this value was set to 2), with the rest stays the same
as the last message.

HBEBREREAE
ABERRO106:

6E 8E AD GA-CA A8 C7 81-74 B0 OB BO-B4 BA B8 B4
BB BB B0 GA-A5 A1 28 AN-02 B0 B4 B0-00 B0 B8 BA

Figure 4.3.1: Cutwail Request 3

The C&C server responds with the standard 2-field message with encrypted data following, this time with a
Response_Type of 8.

HABORORA: B8 B8 B8 AB-C7 1B B3 a8-@7 17 L8 BF-47 BB 14 1A
ABABAG168: OF 41 14 S5B-1E 4F 13 1A-53 86 34 41-BB AC 4C B6

HeAPeR2A: 65 68 73 6F-38 E2 EE E3-F7 BS ED ED-8D 88 25 DE
Figure 4.3.2: Cutwail Response 2

The encrypted information is quite large (several hundred Kb) and contains a list of all of the email addresses to
be targeted by the current campaign. The list of emails is organised in sets depending on which package the
botnet's customer has opted to pay for — for example the list of emails may be for people in Moscow only, or
businesses in St.Petersburg. More details on these packages can be seen in the “Self Promotion Spam”
segment of our Spam Analysis discussion.

Jagjalfostro
v_zakhalin.pru mx
1i.sakhalin.ru H
-+ gujijtofonlin
e.ru relayl _onli
ne.ru 7OEY akops
eiluBnuptusz .ru m
ail.nvptus.ru PR
¥ hatneuPRints.w»
u mail.ip.ncnet.
ru Mxm~ anoavaln
Moshipcrewing.»
u novoshipocrewin
g.ru Q+pil irufne
molfmail.rcom. ru
relayl . .rcom.sph.

oy =

F.igur:a 4.3.3: Cutwlail Telxr.get.s
The first field is 60h (96) and this is followed directly by the spam recipients in a structure of three members
each

Email_address string

Email_server string
Server_|P_Address dd
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In the example above, we can see the first email address (jagja@ostrov.sakhalin.ru), the associated Email
Server (mx1.sakhalin.ru) and the IP address of this server (OxC348FA1B => 195.72.250.27).

This pre-computation of email address -> MX server -> |P address is one of the key reasons that Cutwail is
capable of generating the sheer volume of spam that we have observed in our tests — it cuts out a lot of the
overhead involved in sending a spam email message as the client does not need to send a DNS request for
each email server

The next step in the information request phase is sending a fourth request with the only difference being a new
value in Field #5.

A AW AR R wa e ) P

HABAlARA: &E B8E AD ABW-—CA A8 C7 81-74 68 B0 G0-B4 60 0@ 60

ABEABAiA: B BO B8 BPH—BS A1 23 BA-A2 B8 B4 BB-B8 AR BA BQ
Figure 4.3.5: Cutwail Request 4

By adding a value of 60h in Field #5, the server is instructed to provide additional information. This time the
resulting response has a Response_Type of 6. Once more the size of the encrypted data is quite large.

BEBBEEEE: ©U6 UY B0 BU-2C 18 B3 B8-13 13 17 @BD-73 14 14 3F
BBBBEE1B: 1F 20 69 V5-6A 28 61 6F-BB 69 74 20-74 6B 2D &C
00800626 73 7C-9F Bi BA A9-E3 EE F1 E6-Ed

Figure 4.3.6: Cutwail Response 4

The encrypted data this time contains all of the templates needed for the spam runs. These are very
customizable as can be seem in Figure 4.3.7 below — with subject lines, bodies, attachments, from/to fields etc
all being easily customized.

A large amount of Cutwail's spam is targeted at the Russian market and as such we see a large number of
Cyrillic characters in these templates.

110 o 1 O {MasSlavas} {rusnamel} {rusfamilil} <{generic_ru waill> {HTML_DECODE}{_BODY_ HTML}{/HTML_DECODE}

z <table width="737" border=":z" cellpadding="15" cellspacing="6" bordercolor="#000000">

3 <tee

4 <td width="707" bordercolor="#000000":><table width="711" border="0" cellspacing="0" cellpadding="10">

5 <trs

& <td width="1268"r<div align="center"r<imy sre="http://ing-forki.yandex.ru/get/3211/dogmwass.7/0_20a03_a6e371d3_L. jpy
7 <td width="543" walign="top"><p><font size="+I":><strongr<font color="#FE9604"><font color="#CC3300" face="Georgia,
2 <pr<font color="HCC3300" size="42Tr<strongr<font face="Georgiam, Times New Roman, Times, seriff»Iicesd Ridsaiesi Las
El <pr<font color="#CC3300" size="+2":<strongr<font face="Georgia, Times New Roman, Times, serif":Ziseod eidou isiadee
0 <itrs

11

1z </teblex

1z <p align="center"s<strongr<font color="H#O0S9FF" size="43" face="Georgia, Times New Rowan, Times, serifr=0ifas - ¢oi
14 <p align="center"s<strongr<font color="#666666" face="Georgia, Times New Roman, Times, serlf">ﬁﬁifiéy, <font color=
15 <div align="center":

18 <table width="721" border="0" cellspacing="0" cellpadding="0">

17 <tr>

12 <td width="541" walign="top"><p align="center"s><font size="+1"><strongr<font color="#EE6666" face="Georgia, Times |
19 iiiiged Bai idiéod éiicasdicid & A86idol isisdewe!</font:</strongs</font></p>

20 <p align="center"><font size="+3"r<strongr<font color="HCC3300" face="Georgia, Times New Roman, Times, serif">LELE
21 <td width="170"><div align="center"><1n’b sre="http://img-forki. yandex. ru/get/3211/dogwas9. 7/0_20a02_8h7A5160_L. jpg
2z </ftr>

z3 </tablex

24 <fddve

25 <p align="right"><font size="+2"><strong-<font color="§CC3300" face="Georgia, Tiwes New Roman, Times, 3er1f">Dégéé
26 <prestrongr<font size="+1" face="Georgia, Times New Rowan, Times, serif">odé:</font><font size="+3"> </font>{tel5423
27 </ftr>

zg  </tablex

29 </divy

30 Date: {DATE}

%1 From: {TAGMAILFROM}

3z Return-Path: <{_generic_ru mail}>

232 Z-Priority: 3 (Normal)

34 Message-Id: <{DIGIT[10]}.{DIGIT[14]}E{MAILFROM DOMAIN}:>

35 To: {MAIL_TO}

36 In-Reply-To: <{nHEX[44]}8{MLILTO DOMAING >

37 References: <{nHEX[44]}{{MAILTO_DOMALIN}> <{nHEZ[32-44]}H{MAILFRON DOMLIN}:>

Figure 4.3.7: Cutwail spam Templates
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mailto:jagja@ostrov.sakhalin.ru

After this, the client asks for the last piece of information needed. The fifth request is the same as the fourth with
one small addition: Field #9 has now a new value of 14h (20).

AREARAEA :
AaBABA1a:

6E 8E BD BB-CA A8 C7 81-74 ¥ BW BO-B4 B0 B8 64
68 B0 B8 AB-A5 A1 28 BR-82 B B4 BB-14 B0 B8 88

Figure 4.3.8: Cutwail Request 5

The last response is the same format as before, with a Response_Type of 1, and a size of 5¢c9 (23,753) bytes

HBBBEBEA: GB1 B0 B8 BE—CY? SC B8 BU-BE 65 76 61-268 67V BA B0
#BABAB18: 4n 4E BA 881D 28 61 6E-28 96 8B DF-2E 6B 2D 3@
ABBBAR2A: A4 68 73 YC—9F 8D 90 8B-9E BE F5 EF-FE EY DF %6

Figure 4.3.9: Cutwail response 5

This final piece of information, once decrypted, reveals lists of first names, surnames and domains — which are
used to create the fake email address used in the “From” field of the spam emails.

uucn . ru iand
rey_voitenko &
izema @
olova
t.ru ¥
ipkudriashova
-] igulnara
scan—neva.r
u * iskvortsov
.a ucar.
edu = impowers
rmbl.ru
B 13dkiniapin
netzep.
ru O ileto
klbvoz.ru [
1allail968
mnduln.ang .
af .mil & iniel
le. luukkonen
peo.gd.mose
nergn:elektra.rq

iir AT B

Cutwail Main Routine:
Having received all of its setup information Cutwail finally sets up all of its spam threads.

* Some of these threads are used to carry out DNS requests, which unusually will bypass the local DNS
server, instead making queries directly to the root DNS nameservers®.

< One thread constantly resets the “OSVersion” registry entry, used as an infection marker for the threat.

¢ One thread attempts to connect to several hardcoded MX servers such as mx.google.com, msx.mail.ru
and mx2.messagingsengine.com. This appears to be used by the threat to ensure that it is online, and
that such connections are not being blocked by a firewall.

¢ Provided the connection attempts of the previous thread are successful, all other threads are
responsible for the main spam sending of the Cutwail module, with the full spam run being distributed
evenly across each of them.

These threads will continue to run until the entire spam run has completed. Then the Cutwail module will enter a
cycle of requesting a new spam run and sleeping for a period of time. Once settings for a new spam run are
received, Cutwail will restart its execution with the new settings. These waves can clearly be seen in Figure

8.6.2 in the section of this report detailing spam analysis. .
#9) TREND

8 http://en.wikipedia.org/w/index.php?titte=Root_nameserver&oldid=284118253


http://en.wikipedia.org/w/index.php?title=Root_nameserver&oldid=284118253

In our testing we noted that different infected nodes will receive separate spam campaign runs. When starting
two independent nodes at the same time we found that one was ordered to send pharmacy spam and the other
to spam advertising pornographic websites. Both of these are covered in the section of this report covering

spam analysis.

Start Cutwail

Queries HKCU\
Software\
Microsoft\

OSVersion

v

Creates mutexes

4

Reads hosts file

v

4

Spawns lots of
threads

y

v

Thread: create
KHCU\Software\
Microsoft\OSVersion
= 858463

Connects to
216.195.63.72:543
2

Spam threads (60)
which start

Receives spam
information

suspended.

f

Resumes spam

g threads

Figure 4.4: Stage 4: Downloaded Module — Cutwail spam Module
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STAGE 5: DOWNLOADED MODULES - PUSHDO KERNEL MODULE

Debug Name: protect (drops innerdriver)
Project Name: Siberia2

Pushdo’s Kernel Module is launched very early in the system boot process (more details are available in the
section explaining Stage 3). The Kernel Module is responsible for ensuring that Pushdo remains installed on the
machine and executing in memory. It also acts as an additional load point for the threat.

The actual Kernel Module is itself a dropper - on execution, it first checks the current Windows Version. Next, it
unpacks a section of its own code and injects this code into services.exe. This code, which we will call Inner
Kernel Driver, is responsible for the main Kernel operations of Pushdo.

Inner Kernel Driver checks all of the Registry keys associated with the kernel module to ensure that they have
not been removed from the system. It also creates an object named Prot3 which is used as a means of
communication with the Pushdo user mode processes.

Once these setup components complete, the module starts it main subroutines. It sets up three callback
procedures so that the driver will be notified of any system changes, allowing it to monitor almost every event
on the system. This is done via the following three kernel API calls:

e TIoRegisterFsRegistrationChange - This routine registers a file system filter driver that will be
notified whenever a file system registers or unregisters itself. These events trigger during the Windows
startup process or for example anytime a USB stick / removable drive is attached to the machine.
Whenever one of these events triggers the Inner Kernel Module decodes the main Downloader module
and injects it (in the normal manner) into services.exe.

¢ CmRegisterCallback - This routine registers a registry callback routine, allowing the calling driver
to monitor, block, or modify a registry operation. The driver intercepts registry manipulation attempts
and blocks those associated with the Pushdo threat. This acts a means to protect the registry entries
that autostart the threat.

e PsSetCreateProcessNotifyRoutine - This routine adds a driver-supplied callback routine
which notifies the driver each time a process is created or deleted. When one of these events triggers,
the driver checks if it is a creation event for services.exe. If so, it will also decode the main Downloader
module and inject it (in the normal manner) into that services.exe process.

Having setup these callback hooks, the Kernel Module checks the registry entries associated with the kernel
once more, ensuring that the threat is still correctly installed.
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Start Driver

A

Check Windows
version

;

Injects Inner
Kernel Driver into
services.exe

Check all service
registry keys

Create Prot3
object & symlink

Creates process,
file and registry
callback routines

Check all service
registry keys

Figure 5.1: Stage 5: Downloaded Modules — Pushdo Kernel Module




STAGE 6: DOWNLOADED MODULES - PUSHDO SNIFFER MODULE

Debug Name: MailSniff
Project Name: Sniff4

Pushdo’s sniffer module is responsible for helping the botnet owners maintain statistics on the spam email
being sent by the infected machine, and possibly also as a means to harvest new email addresses.

The Downloader module first saves the sniffer module to the following location:
%WINDOWS %\systems\drivers\tcpsr.sys

The downloader then executes the sniffer as a kernel device driver. This allows the sniffer module to hook the
networking functions of ndis.sys, which it use to sniff all SMTP traffic going to external machines on port 25. It

then extracts and stores all email recipients.

Have executed the sniffer, the main downloader module removes the tcpsr.sys file from disk to further increase

the stealthy nature of Pushdo.

The downloader module actively communicates with the sniffer driver in order to recover this recipient data.
Once the data gathered reaches a certain amount, it is sent to a server hosted on 216.195.58.115 via a HTTP
POST connection. This IP address is hardcoded but could be changed over time. This sequence continues as

long as the machine is generating spam email

S.

This method is used by the threat in order to keep detailed statistics on not only the volumes of spam sent, but
also which recipients have already been emailed. This allows Pushdo to ensure it has delivered the pre-agreed

volumes of spam for its customers.

One interesting side effect of this method is that the sniffer module does not discriminate between spam email
and any legitimate mail traffic being sent by the machine. As a result and legitimate email recipients will be

harvested, and can be added to the criminal gang’'s database of email addresses.

Started

Dropped
folder as

in drivers
tcpsr.sys

v

Executes and
hooks ndis.sys

oy

Deleted from disk
by downloader
module

4

Figure 6.1: Stage 6: Downloaded Modules — Pushdo Sniffer Module
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CAMPAIGN MODULES

One of Pushdo’s defining features as a threat is its ability to serve up malware belonging to other malware
groups. During our research we observed many examples of downloaded third party malware, all with quite
different behaviour. During each major update Pushdo will normally reinfect the machine with a new wave of
third party malware, sometimes uninstalling the previous malware first (most likely depending on whatever
financial arrangement the authors of the third party malware have agreed with the Pushdo owners).

We have included an example of these “Campaign Modules” below. Other malware families commonly installed
by Pushdo include TROJ_RENOS, TROJ_FAKEAYV and a variety of droppers, downloaders and backdoors.

CAMPAIGN MODULES: EXAMPLE: POPUP AD

One example of the third Party malware modules which are served by Pushdo is this “Popup Ad” module,
which Trend Micro detect as BKDR_INJECT.SZ.

The module is injected into a svchost process by the original Pushdo downloader module. Once executed it
starts by creating a mutex with a value similar to:

1.5.2-53657468—466041896

Next it sets up a connection from a random port on the infected machine to a random port on the IP address
resolved to by http://sys215.3fn.net (this changes regularly due to a Fast Flux backend), which acts as it's C&C
server. All communication is then sent across this connection, starting with a setup request via HTTP (but using
these two pre-established ports instead of the default port 80). The full URL is formatted as follows:

http://sys215.3fn.net:3110/?bot_id=0&mode=1

In this case the random port used was 3110. This server will then respond with a series of commands for the
malware module, which are sent in an encrypted format:

L <!doctype html public "-//W3C//DTD HTML 4.0 Transitional//EN"><html><hody bgeolor = #DEDEDE:

z <hr»><h5 align = center><font color = greenrincoming data has been parsed</fontr</hS5>

3 <hrr<form name = "reguest’” actinn="..-"?th_1d=11?D?14744" method="POST ">

4 <input type=hidden name="hbot_id" wvalue=

5 <input type=hidden name="mode"” wvalue="11":>

& <table width ="100%" horder = 1 align = center>

7 <Lr>

& <th align = center> Campaign <input type = text size = 5 wvalue = "77"x</tr>

2 <trr<td align = center >Task</tds</tr>

10 <trr<td align = left:

1l <'=— script [77]--»=

1z <textarea wrap = off cols=140 rows = 15 name=script 77>

13 XBbclwngRﬁETBguXVlSIRhDYRSEeTBGUthLllZaCcXXmETQSUIEJ.NJEjSBTwlkUR}ﬁQgcqKRlthD1QlkHailEYhBGeTBGUDgaPEFbaSkJRUkCCkStTﬂBqV

14| ThwEMnSwhnl ZN2 ONeho 6P3 piF J IwvHCSAWiNnTOkeFg IEXEJQZCIEY lwSRiVEQBEZNEHSUTABS HExp GO Cr aE ACnt uHUx OD AhiTxt pNjJiBE1eOx0vEZlocEic

15| UiVoZgQy EGsUTO0+AxNEN U0y EG4aTF IECEQRB A E ThpHLThy A zdCTOM1UgkUZF g4 Gl E0aw¥2 UWOFNVERSGEYE I LTEYRL25EW)9 6Jxx 7 TOh) TOhsNC tMPDo,/

léfeicoe0k?ekSbQRYiRkobGhls Akl J19HWRo YEZNOASIRDVELZTNZfEof Ayt 4RRs2buFKeWe0G1ROaEMELGAEGIF4EmI 2 HFN TS HA s WThFF i J8MAC I YOI TVHRN

17 BI1ZBWIVfxkSel tBYU1aVigr QXQYGEFE Q3 Ji0AFN I AIKOFOGEhEL Vo ZgldVF psAhpSal0r e ATReVLEGRAF Tgr TDw K2 wED UT1iIE1He Gub IE88GC 1GHg I

128 zdfRES JFhgZYEchE3 g3 24 TUOWEY LZGEVINKIFDGZ IKBhPAnNYEOWS01ituDRx45jteT3caGEp) EREYbyeNZe4r U0AF ZE43c0IAGEYREDIPRFNSTRITROFD

1gfGCt L pS eV il vVmMATPQDey QAR GO D a2 QRTRTESEOWAZ YE M VB I EdxdWAh JeKUTImED 11 QONr LCVy IOt YD 4 va e TWSh TinPuQDe v i W43 ATSTEI tPSEJN
Figure 7.1: Campaign Module: Popup Ad — Setup Response
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http://sys215.3fn.net/

Two interesting values are highlighted above - the Bot ID and main payload of the threat. The bot_ID is
responsible for uniquely identifying this malware. The main payload however is more interesting — to decrypt it
the malware first decodes it using BASE64, before XORing the payload in blocks with the following 16 byte HEX
decryption key:

7B2BOC712A1D1D2A717B2B0C717B2B48

This decoded content contains a large amount of settings in an XML format, which is parsed by the threat. This
first instructs the threat to download three image files from http://leznha.bay.livefilestore.com/ . Next the threat
visits a Russian site http://www.pochtamt.ru, which provides free anonymous web hosting services.

It signs up for a new account using a random name and password. Unusually for web hosting, no email address
is required to open an account, but there is however a captcha which needs to be correctly input. The threat
sends the captcha image back to its C&C server, which appears to be running software capable of breaking this
particular type of captcha — as it replies with the correct value.

&~ noyta.ru

[oBpo NOMANOEATE B MACTER PETHCTRALMM. 3AN0NHUTE BCE NOCASIYOWME HOPME 418 PETMCTRALMK HOBOTD a4peca.

Bal AaHHb1e

DAMUNNA; I He Gonee B4 CLMEONDE
[AER I He Gonee 64 cMMBON0E
OmiecTen I He Gonee 64 clmBoNoE

BblGop agpeca

Henaembit E-mail | @|pochtars v JonyCKaITCA NaTHHERME BykEE (8-T), Lpbpel (0-8),

YcraHoBKa napona

Mapone” |

Baw napone: mycTod
He meHee 6 CHMEBONDE. JONYCKSOTCA NAaTMHCKWE BYKEBI (A-Z, -2 W Widpel (0-3).

MoaTeepHOeHHE I
napcu'lﬂx

Jawpra or KOil perncTpany

Pérscrns Burnett

BeeguTe LEa CAOES =]

' reCAPTCHA™
[ — P

Figure 7.2: Campaign Module: PopUp Ad — Pochtamt.ru

Once it has successfully broken the captcha and setup a new account, it uploads the three images downloaded
previously, along with a randomly named HTML file to its new web hosting account.

Finally it opens a visible Internet Explorer Window displaying the randomly named HTML file on the pochtamt.ru
server, which appears as follows:

¢®) TREND.


http://www.pochtamt.ru/
http://leznha.bay.livefilestore.com/

#hm:tﬂmm Hetest d-Lse velebritles b ff e naked a1d uncaniored gory? lhn you e wmmth:rlgh plce, bxamm
;m:mmﬂmmmmmmmrm shar you. e keep up 10 date with todays hatteit stare o6 we brng yeu al
the nznghey Tnsltawn action the ceebritiei-don't seait yos ta see!

-
‘ ﬂﬂHHlUADABL[ S(AHI}MI}US SEK TAPES’” )

Figure 7.3: Campalgn Module: Popup Ad — Popup advertisement

Clicking anywhere on the image presented (actually made up from all three images) will result in the user being
redirected to the site being advertised by the malware, www.fresh-serial.ru, which in turn will set off a whole
chain of nasty exploits and web threats

Start Popup Ad
Create mutex Decrypts response
1.5.2-53657468-- and sets up new
466041896 web account
Connects to A
216.195. XX.XXX: )
YYYYY and sends Presents user with
bot setup request ad in IE Window

v

Recieves

encrypted A
response Exits

Figure 7.4: Campaign Module: Popup Ad — Execution Flow



http://www.fresh-serial.ru/

SPAM ANALYSIS

According to reports by SecureWorks from April 2008° and Messagelabs in January 2009° Cutwail is one of the
most aggressive spam generating botnets on the planet. Messagelabs estimated that the botnet sent an
average of almost 8 billion spam emails per day, putting it second in terms of botnet spam volume, and ahead
of such big names as Rustock and Xarvester. As part of our analysis of the network behaviour of the threat, we
have identified the following spam trends.

SPAM WAVES

Spam Wave 1: Self Promotion Spam

These waves send mails advertising the botnet’'s own ability to spread spam as a medium for advertising. The
botnet’s owners use this as a method to attract new advertising partners.

Prices for this service start from as little as 4000 rubles (about €90), and are very customizable for the client

(see below):

-] Pexnama HyxHa Bawemy 6usnecy - Cyrillic (KOIS-R)

) [t

From:

To:

File Edit View Tools Message

ﬁ Reply [ ] Reply All ';' Forward | :
Date: Thursday, April 02, 2009 11:40 AM

Subject: Pewnama Hymna Bawemy Busnecy

VMHTEPHET PEKJIAMA

Jlocrapra coobujeHnii Ha NOUYTOBBIE AUIHKH

BCET'IA BEICOKIMI OTKJMK!

MpeanpuATHA MOCKBDbI

bonee 1 MNH. emai agpecoB

4 000 py6neii

YacTHble niua MoCcKBbI

bonee 6 MNH. emai agpecos

12 000 pyGnen

MpeanpuATHA NeTtepbypra

500 Toic. email agppecoe

4 000 py6nei

YacTHbie nuya Netepbypra

1,5 mnu email appecos

8 000 py6nei

MpeanpuaTua PoCcuu

bonee 7 MNH emai agpecos

14 000 pyGnei

YacTHble nuua PoCCHM

10 MnH. emai agpecos

18 000 pyGnein

bonee 6,5 MNH. emai agpecos

12 000 pyGnein

[lpyrve CTpaHbl MUpa

bonee 120 MNH. emai agpecos

oT 4000 pybnei

EECILIATHO:

PazpaboTka MakeTa peknamMbi.
Bbiezn kypbepa no Mockee n OBbnacTu.

HAIM OPMMMYIECTBA:
Niobwie cnocobbl onnaTwbl.
Ceemue Hazbl AaHHbIX.
BbICTDbIH BbIX0O DaccbUNkK. ez onaznaHui!

m

Figure 8.1.1: Self Promotion spam

9 http://www.secureworks.com/research/threats/topbotnets/?threat=topbotnets
http://www.messagelabs.com/mlireport/MLIReport_2009.01_Jan_Final.pdf
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http://www.messagelabs.com/mlireport/MLIReport_2009.01_Jan_Final.pdf
http://www.secureworks.com/research/threats/topbotnets/?threat=topbotnets

The above email translates to:

INTERNET ADVERTISING
Delivery of messages to mailboxes
STAY HIGH RESPONSE!

Companies in Moscow

more than 1 million email 4 000 rubles
addresses
Individuals in Moscow more than 6 million email 12 000 rubles
addresses
Enterprises of St. 500 thousand email addresses 4 000 rubles
Petersburg
Individuals of St. 1.5 million email 8 000 rubles
Petersburg
Companies Russia

Over 7 million email addresses

14 000 rubles

Individuals Russia

10 million email addresses

18 000 rubles

The CIS countries

over 6.5 million email addresses

12 000 rubles

Other countries in the
world

Over 120 million email addresses

From 4000 rubles

FREE:
Graphic Design, Advertising.
Check courier to Moscow and the region.

OUR PROMISE:
Any forms of payment.
Fresh data base.
Quick access subscribers, without delay!
Always a high response rate of advertising.
If you order 2 shots, 3-for FREE!

Figure 8.1.2: Self Promotion spam (Translated)

Above emails also contain contact numbers and ICQ numbers by which a customer can contact the botnet
owners to avail of their services. As part of our investigations we had a member of our team pose as an
interested customer and contact the group, more details of which can be found in the section “Behind the

Malware — Botnet Owners”

Q.
==
om
o Z
o;U



Spam Wave 2: Porn Sites

Another type of spam sent by the threat is the very common practice of sending links to sites with pornographic
content. The advertised porn sites are generally Russian language sites, which have most likely paid the botnet

group.

i (] saigm otaoxHw - Cyrillic (KOIS-R) E@ﬁ
File Edit Miew Tools Message Help
8 Reply @8 Reply All 8 Forward [ it 7\ |-
From:
Date: Wednesday, April 01, 2009 10:16 PM
To:

Subject:  saiign oTaoxXHKU

TOYVECTBYH BEYC HCTOYAEMOI M3 ITH3ABI CTPAcTH M ¥ Teba Ovaoer cexc BTpoem!
hitp:‘hyvmafioc.narod.m

Figure 8.2.1: Porn Site Spam

In our testing we came across many different URLs for these pornographic sites. Normally upon accessing
these URLs the browser is automatically redirected to the real porn site via a HTTP 503 redirect message.
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Spam Wave 3: Pharmacy Spam

Cutwalil is also one of several botnets involved in the spread of the very popular “Canadian Pharmacy Spam”.
These spam runs have also been used by several other botnets such as Storm. Unlike porn websites which
make money out of paid membership areas, pharmacy spam uses the lure of cheap drugs to extract money
from users.

=y =] & ez
File Edit View Tools Message Help
% Reply Al ™ Forward !;! v,
From:
Date: Tuesday, March 31, 2003 9:50 AM
To:
Subject: Hi!
| |
http//prizeyule.com
Figure 8.3.1: Canadian Pharmacy Spam Mail
T ot e O T e o P e e B e U T i e |
@u - |§__ http://zapcoy.com/ v\#,\_x [|[ Googte £~ |
File Edit Yiew Favorites Tools Help |
de & ‘gm:‘(onln Need Of The Cheapest Drugs? Our Ph... }7} 5 v B v # v opage v Tk

Home Bestsellers All products FAQ Contact us * - Pl dee i L
T bl Proceed to Checkout = j gmm

Special offer

Canadian @ Pharmacy Free Viagra Samples
Sl e i # § L " 4 pills for every order

120 pills
100 mg.

+ 4 frae pills
+free delivery

ORDER NOW ORDER NOW

60pills
20mg
-+ Free pills

+ Bestsellers

o Erectile Dysfunction

Searchbyname: ABCDEEGHIJKLMNOPSRSIUVYWLYZ Search = )
© Male Enhancement 2
© Anti-Acidity
o Anti-Allergic/Asthma. . -
Viagra Cialis Viagra ‘

O Ant-DepressantAnti-Andsty — = P g Professional
$1.15 Ey $1.09 Qur price
Ant-Diabstic St
© AntiFungus
More info @ Addto cart Hore info @ Addto cart More nfo @ Addtocart

(27 items remaining) Waiting for http://zapcoy.com/... [ @ Internet | Protected Mode: On H100% v

Figure 8.3.2: Canadian Pharmacy Site

O Anti-Herpes

A full detailed description of such spam waves can be found on the SpamTrackers.eu wiki''

" http://www.spamtrackers.eu/wiki/index.php?titte=Canadian_Pharmacy&oldid=5842


http://www.spamtrackers.eu/wiki/index.php?title=Canadian_Pharmacy&oldid=5842

Spam Wave 4: Prestige Replica Spam

Again this type of spam is not unique to the Cutwail Family, and is again very well documented on
SpamTrackers.eu'. These spam waves offer users high quality replica watches (Rolex, Cartier, etc) for low

prices.

) Be well and truly fashionable, here's how! - Cyrillic (KOIS-R)

File Edit Miew Tools Message

ly Al #® Forward |

Help

From:

Date: Wednesday, April 01, 2009 9:37 PM

To:

Subject:  Be well and truly fashionable, here's how!

Speed up to the nightclub with a diamond studded houry watch strapped
around your wrist, and watch everybody stare in awe.

Business colleagues will envy your wealth; with $20,000 around vour
wrist, success and a statement is assured.

‘With famous hexury brands to choose from:

Rolex
Patelc
Cartier
Breitling
Bell & Ross

and more than two dozen other designer brands - what are you waiting for?

Pay only $99 for watches that are worth thousands and thousands. Shop

safely and securely online in 2008.

Click Here now hitp://golddfreq.com/

&=

Figure 8.4.1: Sample Replica spam

@ Prestige-Replicas - Windows Internet Explorer

@ @ - [&] hitp:/swrsns.golddfreq.coms

<[4 | ot -]

File Edit View Favorites Jook Help

S5 | @ PrestigeReplicas

» Submariner Full 18k Gold

Special: §229.00

Men
Watch Coge: RX333

-
view similar items

» Daytona SS

Special: $229.00

4 2 Stainless Steel Black Dial... - Men
§ F | Wateh Code: Rx280

view similar items

» Tiffany & CO Bracelets

Special: $54.00

Full 18K Gold Blue Dial Blue Bezel... -

_ . | Tiffany Atlas Charm Bracelet

PRESTIGE 2008 Brand New Models

» Submariner 18k & SS

Special: $229.00
¥ watch Code: RX405
=

» Submariner S

Speciat: $229.00

i Stainless Black bezel dial... - Mlen
¥ watch Code: RX406

view similar items

PRESTIGE Tiffany & CO. Jewlery

» Tiffany & CO Bracelets

Special: $54.00

Heart Tag Toggle Bracelet

o v @ v [ Page v (G Tools ¥

» Pearlmaster 18k Gold
B | speciat 219,00
Limited Edition Tri gold Masterpiece ]

Da...-Men
Watch Code: RX557

view similar items =

» Daytona Full 18k Gold ‘

T speciat $229.00 |
| Full 18K Gold Black Dial Diamond hour ‘

5 m..-men
“" Watch Code: RX288

view similar items

» Tiffany & CO Necklace

Special: $45.00

Eisa Peretti Open Heart Pendant =

[3 @ Intemet | Protected Mode: On #100% -

Figure 8.4.2: Sample Replica Site

http://www.spamtrackers.eu/wiki/index.php?title=Prestige_Replicas&oldid=5171
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Spam Wave 5: Local Advertising Spam

One part of Cutwail’s spam that we found particularly interesting is their spammed advertisements for local

businesses. We assume these emails are sent on behalf of local businesses who have contacted the botnet

owners, having received one of their Self-Promotion emails, and decided to pay for their services.

We have seen example of everything from local salsa classes, and tickets for the upcoming Eurovision song
contest, to lawyers services.

To:

: | oo
-1 Torpysunn Morpyssunxin AcpansToyxnaguincy, camocsan s NABMHTIPYEM! - Cyril
File Edit View Tools Message He

lic (KOIS-|

Manday, April 06, 2009 11:16 AM

Subject:  Morpyzuuku, Morpys=ikn, AcdansToyknagsmkn, camocsan o IM3MHTIPYEN!

Jin3amHr cneurexHukun!!!
PYBJIM!!!

ByneroseperKomatsu Caterpillar Dressta Liebherr,
Oxcrasarop: Volvo

Srckasaropsi-norpyzuukn: JCB, Volvo,Komatsu,Caterpillar, Terex.New Holland,Case,

Torpysamkn: Manitou, Hyundai,
Acdaneroyrnamaurn Bomag Vogel Demag,
Toposxnsie dpessr: WIRTGEN Marini,
I'poxotsn: Terex,
Counenenszeiii camoceam: Terex Volvo
Aproxkpass: Tadano Liebherr u T.4.

Jlyummne ycnoens! beictpo u Beirogno!!!

Texepon (495) 646-97-95

nobapounslii 115 - IOpuit, 127 - Tareana, 148 - AHactacus

Figure 8.5.1: Construction Machinery Suppliers

Interestingly, when we contacted one of the lawyers advertising their services this way, and told them that we
had received their advertisement via spam, they claimed to have no idea what we were talking about.

In this case it is possible that the individual in the lawyer’s office did not wish to admit to such a form of
advertising or equally likely that the firm had paid a third party to advertise their services — and it was this third

party which in turn employed the services of the botnet owners. These third party resellers are fairly common in

online advertising circles.
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| Baw nysen ropucr? - Cyrillic (KOIZ-R)

File Edit View Tools Message Help

Date: Friday, April 03, 2009 12:09 PM

Subject:  Bam rysen ropuct?

IOPHICT HIIET PABOTY
Omnert paboter Gonee 5 met.

Creupanuzarms:

- ApbuTpakHelit mportece

- I'papanckoe npaeo

- ABTOpCKOE MpaEo

- TemexoMMYHHEALIMOHHOE NIPABO

Tpakika:

- Bepenne nen & apburpasHsx cynax

- TlpeTenamonnas M HCKOBAZ paboTa B cynax obmeit FopHCIMKLINL
- Jocynebroe yperympoBatine KoHQIMKIOB

- Begenve moroeopHoii pabots

Pabota tpebyerca & . Mockee. Pestome rickinaetcs no tpeboranino.

KouTaxTe! ana ceaar e-mail lawver moskow @ gmail com

Tenedor: +7 (916) 382-15-80

Figure 8.5.2: Lawyers Firm
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Spam Statistics

On our monitoring system for Cutwail we generated statistics on the number of emails the threat would send per
hour, per day etc — to better understand how the threat operates.

As can be seen in the graph below, Cutwail sends spam in waves of approximately 5 hours in length, with
breaks of about 1 hour in between. This behaviour averages at 117 msgs/min over the course of a day, but the
volume of emails is often double that during periods of high activity. In some cases (where the length of the
spam emails is low) we have seen volumes in excess of 800 msgs/min.

At these rates our single infected botnet node would send approximately 60 million mails per year. The reason
Cutwail can send spam at these rates is due to the efficient, multithreaded nature of its spam engine, which has
been described in more detail in the “Malware Analysis” section of this report

Mail statistics for FireWall

+ Last Day
+ Last Week
+ Last Month
« Last Year

Last Day

S00

400
200 .
200
log
2]

@8:08 1@:00 12:80 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 0500
W Sent total: 0 msgs avg: 0.00 msgs/min  max: @ msgs/min
B Received total: 168790 msgs avg: 117.87 msgs/min max: 813 msgs/min
[Wed Apr & 07:21:58 2009]

msgs/min

Figure 8.6.2: Email Statistics

In our testing we found that different infected nodes are configured to send separate campaigns — so it appears
that the workload is split over subsets of the botnet (as opposed to each node sending the same content). On
an average week our nodes sent approximately 35 different spam runs each. At the basic cost of 4000 rubles
per spam run this would net the botnet creators a minimum of $3500 per week, although it is likely that the real
figure is far in excess of this.
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BEHIND THE MALWARE - BOTNET OWNERS

As part of our research into the motivations and financial workings behind the botnet, we decided to directly
contact the botnet owners and ask them. Contact details where easily obtained from one of the self promotion
spam messages — in this case an ICQ number and a direct landline phone number.

We decided it would be safer to contact the ICQ number first. We tried several times (and several of the
advertised ICQ numbers) to get information on pricing by sending Russian messages via ICQ — but in each
case we were simply sent a message containing all of the same details found in the original spammed email. It
appears that the botnet owners have simply setup an automated bot, which replies to any messages sent to the
list of ICQ accounts with their latest pricing information. Seeing as this was fruitless we decided to directly call
the botnet owners.

Firstly we acquired a normal Russian mobile phone from which to make the call. The number we contacted was
+7(495)585-69-60, which is a landline number registered in Moscow. We made 2 separate calls — the first time
posing as a private person wishing to advertise an erotic website, and the second time wishing to advertise
transportation services.

The person who responded had no problems catering for either business. They first pointed us to the website
http://advert1.ru which contains all of their pricing information (See Figure 9.1). This is far more complete than
the shorter version which can be seen in Figure 8.1.2 . We have translated the “Region” column into English,

but it appears in Russian on the website. Note all prices are in Rubles. At the time of writing 1000 Rubles was
worth approximate €22.

. Number of Price per .
Region Addresses Million Price for Al
All Russia 16.000.000 4.000 p 25.000 p

9.840.000 4.000 p 18.000 p
6.101.000 4.000 p 10.000 p

"R"°S.°°W & Moscow 6.840.000 4.000 p 12.000 p

: egion

{ 5.93700.000  4.000 p 10.000 p
908.000 4.000 p 3.500 p

All St Petersburg 1.599.000 4.000 p 9.500 p

Petersburg Private 292.000 4.000 p 3.500 p

Petersburg Business 1.307..000 4.000 p 7.000 p

Austrailia 10.000.000 4.000 p 20.000 p

O
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http://advert1.ru/

Argentina

United Kingdom

Germany

Denmark

Israel

Italy

Canada

Crimea

MIX

Norway

1.000.000

8.000.000

10.000.000

2.000.000

1.000.000

2.000.000

2.000.000

100.000

500.000.000

1.000.000

4.000 p

4.000 p

4.000 p

4.000 p

4.000 p

4.000 p

4.000 p

4.000 p

4.000 p

2.500 p

22.000 p

25.000 p

5.000 p

4.000 p

6.000 p

6.500 p

3.000 p

Contract

3000 p
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J

Singapore

USA

Turkey

Ukraine

Florida

France

Switzerland

Japan

100.000

50.000.000

2.000.000

1.000.000

100.000

3.000.000

1.000.000

2.000.000

4.000 p

4.000 p

4.500 p

4.000 p

4.000 p

4.500 p

4.000 p

Figure 9.1: Comprehensive Cutwail Pricing

4.000 p

100.000 p

5.500 p

4.500 p

2.500 p

7.000 p

4.500 p

6.000 p

We were offered two alternative methods of payment should we wish to avail of the groups services. Firstly they
could send a courier to our address (if we were in the Moscow area), who would collect payment and any
materials we wished to advertise. The alternative was via direct bank transfer to a particular account.
Regardless of the method used, as part of their service they would provide us with official receipts etc so that
we prove to tax authorities that we had spent money on advertising.

In the case of our guise as an owner of a transportation group, the botnet owners also offered to design a
simple website for our (fake) company, stating that this would increase the success rate of our spam email
campaign. In both cases they also offered to craft the mail in such a way that it would avoid most anti-spam

software while still being very effective at attracting the recipient.
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When we expressed our concern about the legal issues involved in sending millions of unsolicited emails we
were assured that the practice is not illegal, at least not in Russia. We were told that it is illegal to stick
advertising posters to walls without permission, but that spamming was not illegal as its “just email”. In truth the
laws governing unsolicited mail are a lot weaker in Russia than in other countries.

All evidence points to Moscow being the origins of the Pushdo botnet. All of their contact numbers are for the
Moscow area. As previously mentioned they offer to collect payment in person for individuals in the Moscow
area. The IP addresses of their C&C servers seem to be spread across different countries, but most of their

websites (including http://Advert1.ru) are registered to Moscow numbers.

As part of our research into the Advert1.ru domain we found a large list of other underground sites using the
same authoritative name servers ( ns1.buildhost.ru ). While these sites do not all seem to be associated with
the Pushdo gang, they are engaged in similar activities (selling email spam, “bullet-proof” hosting, porn etc). It is
clear that the owner of this name server is yet another key player in the Russian Malware underground

..............................................................................

_,(495) 510 75 23

(812) 931 39 77
£

. Menu
mpaign, but de
ed

Email Newsletters

You ask why? Because e-mail - the cheapest and most effective way to appeal distribution
to millions of audience! :

D P S e S

Figure 9.2: Other Underground sites — Spam for sale

-‘%“"—1 Your site is not closed for the list! efle

( GooHost.ru

" AbuzoUstoychivy Hosting

rices on the market!

@ Home @I Contacts @ @n

We offer a complaint-resistant web hosting provider for the deployment
Your sites that are listed in mass rasskah.

If you place your site on a reqular hosting and make a list, your account will be shut down immediately!
If you contact us, all complaints will be ignored.

Figure 9.3: Other Underground sites — “Bullet Proof Hosting”


http://Advert1.ru/

PROPAGATION OF PUSHDO

Pushdo is unusual for a botnet in that it has no means of self-replication. Other botnets use worm-like behavior
to spread from machine to machine across the network, or alternatively use their spamming engines to spread
via links and attachments. Pushdo however uses neither of these techniques making it difficult to understand
where the initial installation / propagation vector of the threat originates.

Without spam or worm-like behaviour as a means of propagation the only alternative for Pushdo is via the web,
and anecdotal evidence appears that this is actually the case. Some studies™ have found that the initial
installers of Pushdo are being dropped by other well known malware families such as PE_VIRUT,
TROJ_EXCHANGER and TROJ_BREDOLAB.

What are equally interesting are the other binaries that are dropped along with Pushdo. These read as a who’s
who of modern malware with names such as Storm, Srizbi, Rustock, AntispywareXP2009 all in attendance.

It appears that just as Pushdo have agreements with several other malware groups to install those groups
software, they also have agreements for separate malware groups to install Pushdo itself. This would be in
keeping with Pushdo’s practice of staying under the radar — by not having self-propagation it further adds to the
confusion around the Pushdo / Cutwail threat.
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